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Peny6rt|Ka CprlcKa
YHI{BEP3I{TET Y EAbOJ "'ryqu

YnpaBsn or6op

Fpoj: 03/04-3.1409-13/16

AaHa, 19.05.2016. roArane

Ha ocHoBy ''?,raua 26, clras (l) Ta,{rc 2) Crar}"ra yrrrBep3arsra y Fanoj Jlyur, a earou
pa3Marpar6a flpl{eanora flo.nurrre 6eg6jeanocrlt luQopMaquoHor cucrer,aa Yrunep:rrrera y 6aeoj
Jlyuu, Ynpaeuu o,q6op Ynroep:lrrera, ua 43. cjeAHrrqlr oApxaHoj AaHa 19.05.2016. ro'{fiHe,,[ o H o c r.r

oA,iIvItv
o ycoajaray flolurure 6es6jeanocrn uHoopMaquofior cucreMa

YuBep3qrera y EaEoj JIyq[

I
ycBaja ce Ilonn nika 6er6je4nocru m$opruaqroror crcreMa yHsBepeurera y 6amoj Jlyurz.

II
CacrasHu ar'ro ose O.{ry(e je flonlrnrKa 6$6jeatoc'rt ltHiDopMalruoHor cucreMa ysrnep3lrrera y

Eaooj Jlyqn.

TI
OBa OAny(a cryna Ha cHary AaHoM AoHorrreba.

O6pa3,'ror(€tbe
ynpaBru oA6op yrMBep3rrETa je, narou pa:uarpaBa AocraBj6ettor npujeArora llonfiTtl{e

6e36jeaHocrrj rrlpopuaurouor cricreMa ysr-rBep3nrera y EaBoj Jlyqr4 a ulrajyhr y gruy aa je ucra
3acHoBaHa Ha crparerlrjlr pa:ooja Yuuaeprurera y 6anoj llyqt, crparerltj[ pa3Boja Peny6nuKe Cpncke,
re nocroonoj noJr,rruurt t,l nocJroBuuM qrdleBlrMa yHnBep3rztera y Barroj Jlyuu, oaryvuo rao y
alrcnosrruoy ooe O.uyxe.

IIOyKA O IIPABHOM JII4JEKY: porur one OAnyte noxe ce ynoxr.rx flpttfoBop ynpaBnoM oA6opy
Vnnoeprlfvra y pory oA 15 aaHa o.( ,{aHa [pujeMa rcre.

o4 [t,

,I[ocraBJLeHo:
1. CB'rM Oa(ynrerrrMa./Ar€AeMr-rjr/I4Ecrury'ry,
2. PeKropy n npopeKroprMa yHxBep3rrera,

3. f erepanHoM ceKperapy,
4. <D!iHarcrrjcxoM IupeKTopy,
54a

NPEACJEAHI4K
, }'IIPABIIOI O,IIEOPA
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yHLIBEP3I4TET v EAIbOJ nV\Vr

I0/II,ITI,IKA EE3EIEAH OCTI,I
I,IHOOPMAULIOHOI CIICTEMA

Earra Jlyxa, vapr 2016.
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YEoA

OEaj AorryMeHr onrcyje 6e36jeAHocHe no,,lurlli{e H craHAapAe yHr.tBL'p:]urera y Ba|6oj ,yr{H

[J,.la.'beM rer(cry Yfi uBep3rrer),

ULirt,, o,1l,rr.rKe 6e36jeAHocrl] tJHOopMaUrol{or flrcTeMa" [y AaJ'beNt Ter(cTy: IIoJtuT|al{a) je

Aa o6e36ujeAr4 3ar!T xry xH(bopMatluja yHuBep3lirera xpo3 6e36jenaH u 4ryH,cquoHa,taH
llH(popMarlxoHr.t crcTeM [y AarLeM -ae(cTy: 14C]. I'a(o ycnocTa8,6eH l,lC Tpc6a Aa o6ca6jeAI]

pacnor''roxr4BocT, noBjepjLrjBocT, BjepoAocTojHocT, Henope4HBocT r1 Aor(a3UBocT

llHOopMa{xje.

no,1r.1rhKa ce 3acHiiBa Ha crpaTerhju pa3Boja yHuBep3urera, cTparerr.ijH pa3Boja Peny6nHKe

CpncKe, nocroBHoj ror''Il,trrrlu u nocJroBHl.rM rIu/'LeBrMa yHrrBep3r,trera, Kao u Ha BaxehHM

peryiaTopHttM 3axTjeBuMa l't npeAcTaB/ca HajBHllu ar{T o 6e36jeAHocTr2 rJHoopMat{HoHof

crcTeMa yHUBep3uTeTa. oHa npeAcTaBr6a TeMe/'bHu ar(T 3a cBe ocTale a(Te u3 o6,'lacTll

6eB6jeAHocru IrC-a.

4.1, OcHoeHu nodaqu o nC y ueep3umema

Ia 6u ce Ao6u,ra no.{erHa npeAcraBa o Ber}ittHHH l.i KoMnre(cHocru HHOopMiullroHor

crcreMa yHrBep3urera y BaF6oj ,yqu (l4CyE,4l IaT cy, y c,'heAehoj ra6e,tH, onul H rroAdqu

o YH Bep3uTeTy,

yHuBep3xrer ie cMjerureH Ha BHlxc ,toKar{t ja y 6arboj ,,lyqu x jeAHoj ,10I{aq jx y IIpujeAopy.
y npujeAopy ce Hara3r PyAapcKr.t Oar,y,tTeT, a cB ocra,'rH cy y Earboj ,{yqx u Behr.jHa HX je

rpynucaHa y ABa KaMnyca, o6a Ha o6a,1a[4a prjere Bp6ac, HeAare(o oA rIeHTpa rpaAa.

KaMnyc 1 r,'rH crapr KaMnyc cMjeureH je y yrr4qli BojBoAe CTene CTenaHoBr4ha, a KaMnyc 2

Lr,1x HoBx KaMnyc cMjeluTeH ie y 6tiBrtoj KacapHu y y/!i,tqr.j EyneBap BojBoAe neTpa 6ojoBtha.

TpH ibaKynrera: Ene(TporexH!tq(r, [lpupoAHo-MareMarrrr1{Ir x Heku Aujerosu

MeAIlquHc(of darry,rrera cMjerxreHu cy r3BaH oBux l<aMnyca, Ha pa3r'iur{14Tt-jM r''ruKa4uJaMa y

rpaay.

6. Yrore u oAroBopHocrlt

8.1. Pykoeobehe npo\ecuna uH$opma4uoqe i*djeAqocmu

OAroBopHocr 3a pyKoBoDerLc npo{ecr.rMa Otj3l-lq(e 6e36jcAHocrx cHocH duHaHctrjcr:B

tuperrrop Vnuoeparirera, Kpo3 t(aiopAuHarlujy Cnyn6e 6e36jeAHocrH [y Aa,BcM reKcTy CEl.

3a npoqece un$opMaquoxor cucreMa x npoqece 6e:6jelxocru BHOopr"rauuoHor cl,{crcMa
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LnpeMa BaxeheM flpaBanH!(y o yuyrpauBoj opraHu3aquj|-1 d crcreMarr]3aUHlu paAHl\

Mjecra Ha yHl.lB,IIJ oAroBopaH je reHeparHr ceKperap, KojH KoopAuHupa pan

yHhBep3urercKof paqyHapcKor qcHrpa (y Aa,'beM rc(cry yPlll r aAMuHHcrparop 3a

6e36jeAHocT fi H0opMarIroHor cucreMa.

Ba)lHy y,rory uMa u KorerujyM [pcr.Top, lpopel{ropx, (l)rHaHcxjcKLt A]lpe(Top, aeHepanH!r

ce(perap n npeAcjeAHH( cryAeHrcKor napJ'raMeHra). KonerrjjyM npou/peH pyt(oBoAuoUeNt

yPIl-a 
'J 

aAMHHHcrparopoM 3a 6e36jeAHocr HH(bopMaUr.toHor cacrcMa, o6aB,%a I fynxqnje
oA6opa 3a l.iT u 6e36jeAHocr (3a rorpe6e crparelujcKor yfipaB,.barba], re o6e36jebyje A06pe

npakce py(oBoDeBa, Te yKr''byg Bar$e ra KoopA Haq jy cB x 3akHTepeloBrrHhx cTpaHa y

npoqecuNra uH0opMaUuoHor ct-rcreMa r.r HH(bopnaqrore 6ee6je4nocru.

8,2, OdeoeopHocm aa uHucmpamopa eo 6es6jedHocm uH$opJtrat4uoHoe
cucmerla

OAfoBopHocr C,ryx6e 6e36jeAHocfl,l u aAMr.jH14crapropa 3a 6e36jcAHocl xHd)opMaquoHor

cticTeMa yK,Ly,ryje HenocpeAHy oncparuBHy o,qrosopHocr 3a Ou3r'rrrKy 6e36jcAHocr,

6e36jeAoHocHe acnekre cBltx I4T npoqeca, Kao ri }t,xxoBy ycKnabeHocr, rxro je Aera,bHuje
onucaHo y,3aKorJy o uH0opMaUuoHoj 6e36jeAHocrra Peny6"1 I{eCprcl{c"l Ij,,llpaBunH!l(y o

MiiHr,rMa/'rHr''M cTaHAapAuMa H(bopMaqrroHe 6e36ieAHocru"2 l{ojr A€OHHrjule

npoilecxoHanlre craHAapAe oA uHrepeca 3a uHcruryqxje oA 3Haqaja 3a Peny6nuI(y CpncKy.

8,3, Oaeoeopqoctn3onoc,,teHuxBayHueepsutnetny

3atocneH y cBl.iM '{naHr,rqaMa u opraHrraarlloHDM Atje,rosfiMa yHr.jtsep3lreri cy /'lyxHt Aa

nocTynajyy cKnaAy ca oApeA6aMa oBe [lo,'rr.jruKe.

8.4. Xujepapxujacmpynnypeynpae,l,atua6e6jedHourhy

ynpaBr6a!6e tpoqecr.jMa 6e36jeAHocrr l,lHoopMaqnoHor clrcrcMa ce o6aE,'La nyTeM
aAMr.rHxcrapropa 3a 6e36jeAHocr r{HQopMaqr,roHor &{creMa xojD je HaAre}€H 3a uhjery
opraH 3arIUoHy c?pynrypy yHnBep3urera.

| -L\ ricIr rrxcriiiLi P.!r\(1r I ic CpLLcNc 70i l i
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- q. ynpaBrbalbe pu3x4xMa 6e36jeAflocrr xH$opMaqfioHor cxcreMa

3arrjeBu l{oj'] ce nocraB/'bajy npeA MoAepHe H(bopMaulloHe cHcreN{e cAHoce ce Ha 3autrrrry
fii{OopMa4r'roHr,rx pecypca u cNlart,elne pu3}lr(a. yBehaBartreM paqyHapcl(c cHa|c lrcpcoHanHxx

pa9yHapa) TpeHAoBI-rrra yBehaBa6a (onl,iqtaHa fioAaTal(a, BupTyeru3aqhJe cepBepa t1

pjeucba y ,,o6ra(y" 3Ha,rajHo cc u3MujeHHo r r{oHuenr 6e36je4Hocrr, ynpaBJ,baEa Lr

KoHTPone aH0opMarlxoHl,tx pecypca, HeaAeKBaTHa KoHTpona paqyHapcKrx cucTeMa Mo)t(e

),Maru 036r,rJ6Ee nocr%eArr{e yK,6y'lyjyhr4:

. HeMoryhHocr rr3BpuraEarba Mucuje fi ycBojeHnx crpareruja,

. fy6rdraK cpeAcraBa,

. fy6HT"h hpe!H6/,1HTera noBjcpcr]'a.

l,l36jeraBarre oBux nocJbeAl,tqa Moxe ce flocTHhh nocTaB,'baI$cM aAcKBarHof cticTeMa

3amTnTe rJH0opMar{ oHfi x pecypca.

Cryx(6a 3a 6e36jeAHocr (y npoqecr.rua 0u3r-rqKe 6e36jeAHocr{J ,j aAM}lHhcraprop 3a

6e36jeAnocr nHQopMar1xoHor crJcreMa, y capaArtu ca pyroBoAnorleM yarsep3urelcxor-

paqyHapc(or qeHrpa [yPq], oAroBopHa je 3a peAoBHo cnpoBobebe aHar'rH3e pH3ur(a

uu<fopuaquote uMoBtHe, Te ca I5UMa noBe3aHut npujeTrbu ll patl'fi6ocTH, ynpaB,,bari,e

pLl3HUnMa rpe6a ce yk,By,{uT, I-t y c,beAehuM nocJroBHriM npoqecaMa:

- oApxaBarbe 6es6jeAHocHe cBHjecrx 3anocreHrx (AI107rJ

' yBpaB,'ba!6e cr-jcreMoM 6e36jeAHocrfi r.lH$opuaquoror cucreva IiCMC (An013)

- YnpaB,'ba16e rHr.tuAeHTtrMa [ACC2]
yflpaB,!alie KoHTuHyrTeToM H onopaBKoM noc,loBal5a [ICC4)

- ynpaBrLarbe 6e36jeAHocHu^a cepB ciiMa [ICC6]
OBe aHa,'ru3e pu3r{Ka ce crpoBoAe y c(r'laAy ca BaxehoM ,,MeroAororujoM ynpaB.r6at6a },lT

pr,r3uuxMa 
"

A. MrHr4ManHrcraHrqapAx6€6jeAHocrxlH+opMaqt{oHorcxcreMa

lloauuxy 6es6je4nocrn I,lC'a riHHU cr.yn craHAap4a KojrMa je ypebeHo rreroBo
rfynxquouucarse. V nacrasxy heuo nolacHfiTIJ cBal{r oA Baxehr.rx craHAapAa 6e36jeAHocrrt
hHrpopMarlI]oHot' cucreMa no;eAHLt.l,{I{o,

t)nrrrc r4rnrr$ c) rpclrercrro$rprl\ pr!Lrr!c(Ollll rcpnr.id 5.0
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4,1, O6yKa 3anoc,Tequx

3arurara noparaxa u uH(bopMaquoHof cxcreMa je BkLUe,'6yAc(o Hero r.exHuqKo lrlr'laHre Jep
je ,roBjeK BuranHa Kapr'lKa y 3arrrrrru aH(|opN{au14oHoa cl,rcreMa. CaMe uHOopMaqnje nor'rgy
oA /byAu, yHoce ce y crcreM oA crpaHe rbyAr.r u (opdcre ,6yAtMa. Crora je norpe6Ho
I{opkcHrdKe I,lC a peAoBHo o6aBjeLrraBaTt o HacrarrnM DpoMjeHaMa u o6y.raBarr xx KaKo Aa
.L,p,i( , c NC. r A.r Hc yrpo re bcroLy 6er6jclHoct.

06yKa 3anocneHr.rx he ce Ae(huHuaaru Ha cBluvr HrrBourra yHyrap yHrBep3r4Tera [ 3BpL!He

(l)yHKquje u OyH(q'je Loje Kpexpajy nonuTUKy, pyKoBoAuoqe qradrqa Lr 3ajenHlleKllx
opraHt3auuoHux 4lje,roea, noce6uo rur{a oAfoBopHltx 3a 3auITtl.ty tH+opMarlxoHux
pecypca/ nr4rla ca ynofaMa y IrHoopMarl oHoM ctrcTeMy yHrBep3HTeTa, rl{qa oaroBopHa 3a

pa3Boj, onepaquje ir npyxalre noApruKe 3a Hpajr6e Kopl.jc rKeJ. HajBaNHujx ql,"6o6yKejena

KopncHtur,rMa jacHo yka{e Ha rbfixoBa npaBa u oAroBopl.rocrx Kojy HMajy 3a 6e36jeAHocr

l,lC a, Te noBeha}te y(ynHe 6e36jeAHoche cnpeMHocrr 3anocreHHx.

4.2. Co$meep

4.2,7 V'Jc'rara\.ria 
'doBor 

cooTBepa (Software Security policyJ

Ha KoMnjyrepuMa u MpexaMa y yHuBep3rrrery Kojr4 cy noBe3aHu ca l.iHoopMaqHoHraM

cacTeMoM yfiUBep3t-lTeTa, KaO U y Mpet{aMa Koje cy noBe3aHe ca fioBjep,,btlBuM IOAaqHN4a,

Ao3Bor'LeHo je Hc'ra,lrpaTU caMo oHe co(bTBepcKe ta(eTe Kojrl cy ycKnabeHu ca BaxeltxM

yaoBopuMa o r''rurleHq paBy, 14Hcrantpat!,e 6ecn,rarnux nporpaua ca 14HTepHera unu 6uro
I((JJ x MeMopujcKut MeArja y noMeHyrfiM MpexaMa HHje Ao3Bo,beHo, Ao3Bo,,heHo je

Kopuurherre ucKJbfrrrBo recrupaHor u o4o6penor coorBepa. l.jHcra,laqxjy coorBepa

kHQopMaqrroHor cucTeMa yHrrBcp3r,rrera paAe ficK,%yqrrBo oe,tauheHa nrqa rd3 ypl.l.

Ilpenopyqyje ce Aa paqyHap, Kojx npucrynajy uH{bopNrar{lloHoM cucrer{y yHusep3urera

6y4y 4ro noce6nor 4oMeHa ca qefirpanI]3oBaHrM HaMeraEeNl nonuruKa Koja oApr(aBa ypll.

4.2.1 Tecrrlparl'e EoBor cooTBepa (New Software Security policy)

yhhBep3HTer He Ao3Bo/'haBa Hc:jarioHl,lTy rJ3paAy Kontija coOrBepa, 3anocreHu (ojlr

Hanpaae, nplr6aBe rrh ynorpcSc HeAo3so/.beHe Konuje coOrBcpa Atarl j.rr jHHcr{fi
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oAroBapajy. y pa.ryHapcKoj Mpe)tiH rH+opMarlLloHor crcTeMa yHuBep3rTeTa, I,i MpcxaMa

Koje cy noBe3aHe ca aloBjepjbutsrM noAaqrjMa Ao3sojheHo je Kopr{uhe}re coOrBepa,

nuTepaType u/r apyrr.ix ayTopckxr AHjera 3a l{oje cy n,1aieHe,'luqeHqe ,,'ru Ha(HaAe,

Tecrr{palre Henr.{IleHUr.jpaHor cooTBepa y orllaHHqedoNt BpeMeHcKoM TpajarLy je Ao3tso,'beHo

caMo oEIallTeHuM ,r o6ygeHuM paaHrutMa t(ojl Majy H rjMaft,e AB Je foar4Hc peJleBaHTHof

paaHor HcKycTBa,

I.3. HadaeKa, pa3eoj u Dtecmupatue uHfpactnpyKtnype u anJluKaqujq

CBaxa Ha6aBKa, uHclaraUuja k urifi"'reMeHTaruja uHOopr\{aqHoHe, t(oMyH14riaquoHe r.i Apyre
npaTehe onpcMe, cltcTella Ii anrjlxa{fija Tpe6a Aa je y c(raAy ca oAryKoM HaAre)iHor

opraHa yHljBep3urera. ApxuTer(fypa caM14x anJIur{arlkja Tpe6a Aa je yc(naI)eHa ca

Aeo HucaHoM apxrreRTypoM tic a. Pa3Boj H npoBjepa csux annrKaq ja rpe6a Aa ce sprxH

Ha TecTHoM o(pyxet!'y. CBe an,laKauHje Tpelja Aa ce AeTa/'hHo TecTrdpajy y TecTHoM

o(pjr{eIsy npxje nyuTaba y npoAyKquoHu paA.

PaAH cenapauHle npaBa nporpdMtspd H aAMUHri.fparop'r, ]uJ r.r rl,voBq Koj/ prAe p/iBoj

oApl{aBar6e annuKarlrja HeMajy npaBa npucTyfla npoAy}rqxoHoM o{p})Ker+,y LocHM

eBeHTyaiHo (opl,tcHxqKa aKo cy oHu sar,rcTa u xoprjcHlLJl, an"lukaurle], aoK cy rbuxoBa

n pi 81 npljcT\ nd HJ TecTHoN4 oKpy) (c$y n l, \,|l1TrlpdHd Hd pasy '1 ti Mjepj.

,L4. Oduocu ca do6ae,ra,ruria

oAHocu ca Ao6aB,'baqrMa ce rpaAe Ha npHHurjnuMa xojuMa ce ururn 6e36jeAHocr I,lC-a !r

noAaTal{a yHuBep3r,rTeTa, Te y c(JIaAy ca 3a(oHoM o jaBliHM Ha6aBI(aMa. yHHBep3uTeT He

cTaBJba Hu jeAHor Ao6aBjhaqa ycnyra unu onpeMe y noBor'bHojr.i nor''roxaj y oAHocy Ha Apyre,

Ha HaqIrH Ko)Il 61r Morao yrpoaBrr 6e36jeAHocT I,lC-a. CBr Ao6aB,'ba.rlr ycnyra KotHMa je

norpe6aH nprjcTyn i,lc-y, o6aBe3Hu cy Aa nornur y oAroBapajyhx yfoBop o nocnotsHoj

capaAbu KojrrM ce AeQrHl,lLuy !6trxoBa npaBa x o6aBe3e, Kao !,{ yroBop o qyBa}sy

noBiepJ'buBnx xHQopMa{ula.

A..l.l. EKcrepHa,rmaqrja aaMrrrrcrparnBHux 3trxa

lr.et !pfiair13.iiirjr a.4$urjrrcrpat ||rll x JUI{a 'tltjc rprli]\,l({ cr(ct pe ;lnL3ariitlc, I!tn
(l.1rIii]JI.'l'i!|rT,8lll]x30ili]\rll|]a]]j|:ii..cl1f]]):li{e,,T.!l]l|1liil,i:l'(|)i]j{y/|1.]:-|,i]1)
(jTt)rHf YPi1.
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4"5, I(oHtnpo,lanpucmytw

Orrsxqxl u cneKTpoHc(ll npxcryn rtoopMarlxjaiua, IoxyMeHT na, paAunM craHuuaMa,

cepBepuMa, KoMyHrKaqr,roHIrM ypebajrMa H N4pe)t(a a, onepaTrlBHrlN4 cficTelrr,rMa u

annuKal{tjaMa je KoHTpor. ,rcaH, y r{a,By nocTu3arra ane(BaTHe 3aUjThTe t(oHTport.'cal6e ce

cfipoBoAfi Ha cr'beAehu Ha.ruHl

. ayroprr3aquja' npaBa nprctyna ce oAo6paBajy Ha 6a3'l nprjHUuna 'rrorpe6Ho Aa 3Ha"

}J noTpe6Ho Aa ypaA4" u To u(KirJAfiBo ha ia{TjeB HaAro{Hor pyKoBoAuoUa, y
3aBlicHocrr oA cHcreMa koNie ce nprcryna, ayroptr3aurja Mor{e 614Trl oAo6peHa Ha

6a3IJ l(oHKpeTHor (opltcHu(a, Ha 6a3r r6eroBe yrol-e/palHor NrjecTa, r{ao h Ha 6a3jl

KoHTeKcra [Hnp. ca (or paqyHapa rrr /P aApece ce npucryna) r,lr{ t(oM6uHauujoM

oBa TpH flpuHr{Hna,

. xAeHTkd)uKaquja [ayTeHrHOunaquja] - Dp]rcTyn noAaquMa u ar,luKaqhja[4a ce

oMoryhaBa ucKr6yqriBo Hn 6a3u jeALiHcTseHe kophcHhrtKe fiAeH,at+tl{a(rje

[KOp CHr,]KOa hArotd) H,t o, HoBV Koie le norHdTo o KoN4 3d or'reHo!,1, h.Jr.ljcF ) rl |l,j

naprHepy ce paryl. Aa 6u npxcTynuo noAaq!.{Ma Kopl.tcHr.rK KopxcTu no3lHKy Kao

MeroA rAeHru(b I{arIrie.

. ynpaB?baE,e io3uHKaMa cBe r{opt cHugr(e ,lo3nHKe Tpe6a Aa 6yay KpanToBaHe u

n03HaTe caMo Kopr.JcH]r(y l{ojeM npr-rnalajy. KopxcHfirIfi Kojr-i nprcTynajy

rjHoopMauroHoM cucreMy oAfoBopHn cy 3a cBe a(T!ttsHocrH Koje ce x3Bpue y I,lC,y

noA ttrxoBr,rM KopucHIjqKuM HarofoM. c Tora, I{optrcHU( Tpe6a Aa o6e36jeaH TajHo(r

cBoje n03rHKe KaKo Apyra nuqa rje 6ll Morr',ta Aa je orKpHjy r.J 3,'roynorpuje6e. Ca Apyre
cTpaHe, J'to3llH(e ie norpe6Ho Kpeupa.ru Ha HalirH aa npaTe Haj6o,By npaKcy y
oApebrrBarby HajMall,e Ayxr,rHe /'r03ttHKe, o6aBe3He c.rpyt{Type rlr3rrHKe, MoryhHocTH

rIoHaB/'hafha caMe "'r03r]HKe y c cTeMy H cn.

. yAaJler{u nptcTyn - npucTyn Mpel{t yHuBep3xTeTa cno,ba Moxc ce oMoryhhTh caMo

I{aAa je To HeoflXoAHo r To ucKrbyq12Bo Ha 6a3r nojeAtHa,lHux r(opttcHr,rKa ll
annuKa{rdja Il caMo Kpo3 oAroBapajyhe ypel)aje u cHcreMe y3 np MjeHy npaBrJta

ayTeHruQriKarIUje. yAa,6eHlJ npucryn rpe6a Aa 6yAe KplrfiroBaH.

. npHB'','reroBaHu rIphcryn - npuBuneroBaHq npHcryn pecypcuMa I,lC,a Kojr,lM ce

3ao6k,'ra3e cxcTeMcxe r an/'rIlKaTtBHe KoHTpoIe oMoryhaBa ce y3 cTporo

nolxroBaH,eM c/'beAehux npHHqxnal

- npuBurefoBaHu npficryn ce (ophcTl,r l4cr{/'rryquBo 3a pa.qH,e Koje ce He Mory

o6aBtTa noMohy craH,qapAHor fi pucryna,

- Bplrr,J ce IJAeHTr.iQrr{aqLrJa cBux IUqa, npoqeca l'j cucTeMa ca npHB|JtetoBarrnM

npuc"fynoM,
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- npr.iBxneroBaH, npxcTyn ce orpaHuqaBa Ha oApebeH BpeMeHcKr.i nepfioA

u/uJlr,t oApeDeHy aKTftBHocT.

. @H3uqr{D npxcTyn - Qu:uur<r npncryn la<f opnaqrj jar"ra xao u o6racruna y i<olrru; ce

oABrJa npoqeoipaH,e 
'.rHOopMaqrja 

rpe6a 6urr KoHTponxcaH r.r orpaHurreH

HClcr,yquBo Ha ayTopr3oEaHa ,rqa, y qu/'by o6ca6jelJe|ba (b 3!i,{Ke 3axlTr,rTe

uH0opMar{Hja 1r AC-a npuMjeH,yjy cc c,'beAehr lrprHtlunu:

- cBu cepBepE r I(oMyHxKaqroHa onper\4a rpe6ajy 6uTi.t hHcTa.[rpaHu y
rpocropujaMa ca koHrpor''tHcaHHM np crynoNJ y3 eBLlAeHqHjy npacTyna,

- IIpeHOCHe paAHe CTaHUIle, MeMOpHJCKr.i NlcAt J,? Ca niJAaq Ma AOKyMeHTg y

nanupt{oM o6,ruI{y rpe6ajy 6riru 3aLu'rrheHrr o4 r:eon,rauhexor ropxuherba.

4.6. Esdjedqocm ad,rru Eucmpdmue\ux 3oEa

4.6.1. Pa3MjeurTai x creneF 6e36jeAHocTu

AAMUHTjcrparxBHe 3oEe ce npeNra creneHy 6e36jeAHocrfi Axjc,tc Ha 3oHe:

- BucoI{or px3uKa - 3oHe ca orpaHuqeHhNr npucrynou (cepsep ca,ra yPLl, cepBep
cane rbaKy,rrera u HcluryTal

- CpeABer lj HncKor pusura fiasne :one)

3a aAMrHrcTparrBHe 3oHe Bl,]cot{or ptr3xI{a norpe6Ho je o6e36ujeArrH noce6He ycroBe:
- Ilpucl.'yD - etsxAerrqrja vJai:r(a r! rr3ra3a(a tl iioltc
. Qulr .r( rUJcp 

' rrLl'rKJ'Lr.ri, dIU r. HH\ I u. . hrr
- AaBaBe k nposjepa nparta npuc"yna

nperrclpy.{yje ce /1oAa"Ho:
- Kopa|L rc'he,tBo0.lK r.,lri :^,ly|i HtxKd' ti,

- BqAeo HaA3op

- Vcx-lalenocr ca 3aKoHoti o 3anrrJr'flt oll lralitiitpn

- 14MEreMettTaquja ceH:ropa Ba Braryujltr 3autr|1.c oll norralin

4.6.2, OtHa.raBaBe aAMHnc'qlarr{BHllx 3oHa

AAMuHlicrparaBHe 3oHe BucoKor pa3l4xa rpe6ajy ce HoaraMc'urrilso o:rla,iilBa1. , Ta(o Ai1

r)it,l,lHr IlaaicrTtrorJH He Moay npcrr)iiHa-i r.l cEpxv ocjeT,Lristlr 05;fr(i1r'a 
'l 

dnpL':vtc-

|alJi"'ilcrtl faj i1 crencF 6ca6jcllr.ai alll.ilrl1. :roHil K0oP/lftHt,tpil ac. arpteHhsirJldot{ 11

!rriL./roBtrla yHLtBcp3tjTeTa.
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4.7, E*6jedHoKopuuhebeuH$op.MaquoHoecucmei4d

4.7.1. I(opuuherseuHTepnera

Ilpucryn a Kopuuherbe tHTepHera je Aocr,ynaH cBt,lli 3anocneBr.jM y yHUBep3 lery, c

Tu\4 Aa je npucryn LtHTepHery peryr'r!icaH. Pery,'rucat6e xsrepHera je ypalleHo Ha HaqLiH Aa

oAfoBapa fiocroBHr.llvl noTpe6aMa 3anocneHux y cKraAy ca fbaxoBuM paAHaM n03ruhja[4a.

3anocreHl,r y cBoMe paAy rpe6a Aa BoAe paqyua Aa uHTcpHer r{opljcre Ha HaqrH Aa Hc

yrpo3e 6e36jeAHocT I,lC'a x noAaraka y yHuBep3fiTery To 3HaqH na 3anocneHr.j rpe6ajy

ynorpe6y uHTepHeTa Aa orpaHulle Ha noTpe6e iocra 
'l 

ro Ha HaqxH Aa BoAe pagyHa Aa

cTpaHulle KoJnMa npucrynajy Hucy c'rpaHuqe Koje cy pr3xrlHe uru Mory 6urx px3rr{He 3a

iie36jeAHocr UC-a }1 noAara(a yHr.iBep3qrera.

Vnrnep:urer 3aApxaBa npaBo na y cBpxy o6e36jebe*a 6e36jeAHocrr.t I,IC-a natr.lcla r
aAMUHl.rCrpupa npucTyn fi HrepHery.

4.7.2. KopnuheEeerreKTporrcKerrorrJTe

CeaxoNr sanoc,teHoM ce orEapa aApeca 3a er''re(TpoHcFy noury r{ oHa je jeAtHcrBeHa 3a

cBaKor 3afiocr'reHot. 3anocneHH cy Apr(Hn Aa Kopaulhe|I'eM e.{eKTpoHcKe noure He

KoMnpoMLiTyjy yHuBep3rTeT x }le yrpo3e 6es6je4nocr unQopuaqnoHor fircTeMa. To 3Harr'.1

Aa cy o6aBe3Hfi e,leK?poHcKy norirTy KopHcTr,tTri Ha HaqrjH Aa BoAe paLIyHa o oHo^4e uTo
uar'hy ri KoMe uJa,'by, I{a(By noury cy Ao6r/'ru x o.q (ora cy je Ao6urk. Kao H Aa anpecy

er''IelcTpoHcr{e nouTe He Kopl.jcTe 3a perrrcTpoBarsa Ha caApx(ajuMa kojr.t Hllcy noBe3aHu ca

noc"loBaI$eM YHltBep3urera,

yHHsep3xreT 3aApr{aBa npaBo Aa y cry'lajy norpe6e x Ha 3axTjeB BaAnexcror ApxaBHor
opraHa, oAHocHo oBnauJheHrx,t,lqa y yHrBep3urery, npucrynu cBa(oj ereKrpoHcRoj

noulTll, noce6Ho KaAa nocTojr.i ocHoBaHa cyMlba Ia je yrpoxeHa 6-":6je4rrocr, yvrr*eno
l{ptBr'rrrHo ajeJro unu je u3BpmeHa noBpeAa paAHe o6aBe3e.

4.7.J. Kopuuherbe Oakc ypebaja, urraMnaqa, xonrp anapara x cxenepa

l{opuuher6eM OaKc ypebaja, uraMnaea, Korlup anapara n cxeHepa, KoprrcHxrlr.l Mory
yr-po3uru roBjep/EltEocT noaaTaxa, a Ha raj HaqHH u 6e36jeAHocr ,Jc-a. aa 6u ce ro
t36jerno, Kopr.icHurlH rpe6a Ia ce npliApx{aBajy c,beAeher:

r noBjep,'ErBe AoKyMeHTe I1oc"laHe H,lI,t npr!t,rbeHe nyTeM Oal{ca noTpc6Ho jc oAItar
clrr.rHr.tru ca {paKc ypebala

t0t20



. noBleplEuBe AoKyMeHTe o,quTaMnaHe Ha 3aje,qHH9KHir,l rlTaMnaquMa o6aEe3Ho je oAI4.rx

npey3eTH ca i!TaMnaqa

. noBlep/'IJIrBe K0nuje aor{yMeHaTa, l{ao fi Lr,uxoBe opHfptHa?'re, noTpe6Ho je oaMax cKroHr.lTD

ca Konrp anapaTa

noBlep,'buBa Ao(yMeHTa r{oia cc c(eH pajy Ha 3ajeAHxrrKoM cKeHepy, Tpe6a oAMax Aa ce

npy3My H 06puUty r13 crrcTeMa cKeHepa I(aKo HM Apyra rrqa He 6u uMa,'la npucTyn,

paaHli nanr.ipu r.r ao(yMeHTu Koju ce 6aqajy, a caap)(e 6|]10 (aI{Be uHoopMauHje nr
noAaT(e, Mopajy ce Ha oAroBapajyhx HaqhH yHr.jrJTrTr (yHrrtxTriTr.l {,H3]]'lr{r4M nyTeM rd,rH

floNrohy ypebaja).

T.B, 3awmuma oA Natuquo3Hoe Koaa

CoOTBep 3a 3a[THTy onepartEHor cucreMa oA Manxqro3Hor KoAa [aHTrBxpycHa 3autTxra)

nocraBJha ce Ha cBr.rM HliBouMa [paAne craNurle, cepBepu, cDcreMH eJteKTpoHcKe norxre]

KaKo 6u 6lira o6e36ujebeHa aAeKBarHa 3aurura. OH Tpe6a Aa 6yAe nriqeHrlupaH r] y cKnaAy

ca noTpe6aMa Vnuaep:urera, fberoBy LjHcTa,latltjy Bpue tcr(r''by,luBo oBnarxheHa nxqa u3

YP[-" u,tu a4vrrr,;crparopH y opr..Hh3au oHhM je.4HHllla\rd.

4.9, E eKmpoHcKu KaHo,Tu to Ko,+tyquKaqujy ca Kopucvuuu"Ma nC

Ilpu,ruxoru pasujene uHoopMarluja 14 o6aBJ'baHra ereKrpoHcKr,rx cepBHca, Kao r,t roKoM

Bfuer6a rpaHcaKqHja nyreM jasHe Mpexe, yHksep3rrer fre o6e36jeAurn iaxJTury Koja je

apon caEa noA3a(o cr(rM aKT|Ma Peny6nuKe Cprcke. IlpoueAype ayreHTHKaufje h

ayropr3auuje he ce cnpoBoAl.lrH 3a cBe (buHaHcujcKe 
'l HeOHHaHcfijc(e rpaHcaKqxie,

rnflopvarlujcxe u rpaHcaK(Ltjc(c cepBl-lce. CBe jaBHo AocrynHe HH4)op'{aqaje he cc

3aurI,ITnrn oA HeoBrauheHux r,r3MjeHa, a Be6 cTpaHe yFnBep3rrera he ce rrAeHTuOr,rKoBarr.r

KBa,tH(buKoBaHaM ceprH(buKarurvia,

4.10. ynpaefi,aH,e cucme,nrcKuJn 3anucuJna nC

yHtBep3urer he ycnocraenru oAroBapajyh npo(ec ynpaBJbalra cucreMcKHl{

3anHcaMa []ror Qajaoauua], re AcduHucaru Hpurepuje 3a u4enru$urosat!e I(pr.trrqHnx

noralaja Kojh ce npoBjepaBajy, i(aol,j H,lixoBo AoKyMcHToBa$e fi qyBa6e.,rlor OajnoBr{

Tpe6ajy caApxaBaru caMo rHOopMarluje 3axrhjeBaHe 3a uAeHTh+r{Kaufijy 3a6u,,be)t,eHor

Aoraltaja r Mopajy 6urH orpaHLJqeHe Ha oHo uro je Hy)l(Ho 3a uleHru{lIraqrjy 4ora!aja.
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I'lHoopMarluje Koje flp]rKajy ,'tor (bajroBu cy uHoopMarluje noBjep^lBor caApxaja r.i Kao

raKBe he ce 3aut'ru'tu'tt4 oA HeoBrauheHor npucTyna lj [poMjeHa. Te uH+opMaq]rje lte ce

gyBaTX Ha BpeMeHc!{tz neplroA Kojij ao3Bore TexHuqKe MoryhHocTrj, IIpucTyn ,or +ajnoBrrMa

Tpe6a Aa uMa aAMfiHrrcrparop 3a 6e36jeAHocr uHoopMaq oHoa cr{cTeMa u xHTepHa

peBti3kja 3a noTpe6e cBojux aKTr4BHocTr,t (aAa ror OajroBn Mofy noMoh y KoHXpeTHoj

peB'j3ulv.

KoHTr.rFryripaHe r{Jtr,r HeceneKTuBHe KoHrpore /roa ibajroBa cy 3a6paH,eHe, u3FeE y cnygajy

BprxeBa rcTpaxH x aKTrBHocTli. y ciy'{ajy 3axTjeBa oI cTpaHe oBnartTeHux lpxaBHltx
!rHcTrjTyrlr,ija 3a npucTyn rof QajroBriMa norpe6Ho je eBuAeHTnpaTu npliMonpeAajy oBHx

nonaTaKa v chraa\ ca BariehyJll aKTtr\4a yrt Bel4 eTa.

4.77. npujae,l,uea$e u$qudeHama eBd4ux 3a LIC

I,lHUrdAeHTu cy Heu36jexHa nocJbenuqa ynorpe6e fiHOopMarluoHoa oicreMa.6 THo je

aa ce uHr{rraeHTr,r Ha BpfijeMe xaeHrrroirKyiy li aa ce Ha EplljeMe yKaxe Ha t6rx HaAjexHurvr

,hU va,IlpxjaB,1]kBdlbe HHqlAeHaIa he cc pHieulaBaT[.t cticTe^4cK, Kpo3 annuKaurjy hojd je

Atto uHQopMa4toHof crrcTeMa yHxsep3uTera, Cnu ganoc,renu cy Ayfiltivt Aa y ciiry|,ajy

ca3Halna o nojaBu l,,HrIltAeHTa oAMax npujaBe Taj xHrl'jAeHT.

4,12, n.noq 3a Ajetosafte y eaHpedqurt cumyauujo.Ma nC

yHr.rBep3rrer he rtponucarrj u peAoBHo axypuparr,! oAroBapajyhe !,taHoBe l(ojl'J

rapaHTyjy Aa ce yHtBepsr.rrer Mor(e onopaBnru oA 6uro r{oje urere Ha Ao(yMeHTuMa ,J'ru

onpeMu y pa3yMHot\{ BpeMeHc(oM nepxoay, a noce6Ho y BaHpeAHr.tM oKorHocTxMa [Hnp. naa

cucreMa, Ajer'toBar6e xaKepa t npeBape, HecTaHaK ereKTp|-lt{He eHeprllje, np}ipoAHe

I{aTacTpo+e, BaHAarr3aM u cL). OBo yr(r''bytryje, anu ce He orpaHH.{aBa, Ha cJbeAehe nraHoBe:

. [raH xofiTtrHyt-tTe?a nocr'iosarba,

. n,tari onopaexa nocroeaga,
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d,13. Mpetcua 6B6jeAHocn

4a 6r ce cMarbr,te catypHocHe npujerrse y paqyHapc(oj Mpc)R , norpelSHo je Aa cc
Kop!lC-ae pa3nItqI,ITu ypebaj}1, TexHO,roruje u TexHIlKe 3a 0u,rTpr-jparbe caO6pahaja. CBalra

oplaHx3aUuoHa jeAuHljqa (oja xenu Aa no6oJ%ua eouKacHocT OunTpfipalra x HuBo
6e3SjeAHocTx cBoje Mpexe, Tpe6a Aa nprlMjeHr.l c,'beAehe apenopyHe:

1. Aa AeOxHuine npaBr.jra o Orrnrpxpalry cao6pahaja {packet fltering/ftrewal! policy),
KojuMa he 6qTt oApebeHo KaKo ce perynuue nporo{ Ao/'ra3Hor x on,'ra3Hor
cao6pafraja Ha Mpexu.

2. [acey c(taqy ca3axTjeBfi[4a u norpe6aMa onpeAnjenr,3a rexHo,ror jy Orj,rrpupa$a
cao6pahaja (oja he ce uMnrcMeHruparr.r.

3. na a u3a6paHoj TexHororujrj, !3Bplrr4 uMn.'reMerrartx jy le$uHrcaHux npasrr,ra k
ycKranu rx ca nepQopMaHcaMa ypetaja.

4. Aa oApriaBa cBe (oMnoHelrre pjeueBa, rxro yK/'byqyje He caMo ypebaje, seh r
pereBaHrHe A0KyMeHre r.i npoqeAype.

IIoceijHa naxrr,a rpe6a ce nocBeruru Auper{THoM noBe3uBa}Ly [onr .rKoM Bnar{HuMa.)
H3nBojeHrx "noI(aUHja EneIlTpoTexHu,JKor (baKynTera, IptpoAHo-MaTeMaTLrgKor +al{yrTeTa,
MeAaurrHcKor Oa(y,1Tera u Pylapcltof Qaxy,rrera ca ocHoBHoM Mpe)KoM KaKo 6r ce
rpoB4ta {lJeAHp 6e.r6ieAuo.rr '{oH.ucTeHTHo npondt/lJJrJ } ,HTep oi pa9}H.rpcho

Mpexu YHxBep3r'rera.

4,73,1 llo rrnr(ayAaJLeHorrpdcryna{RemoteAccessPolicy)

0cqryparie yAa,'beHor fiplicryna o6aBe3Ho ce KoHrpor,rHLre c.r eHKpunqrjoM, oAHocHo
BHpryenHr.iM npuBarHuM MpelcaMa lvirtual Pdvate Networks VPN] fi jaKuM nprIcrynHHM
/'IO3UHKaMa.

llpxnrI{oNl noBe3r,{Bal},a pariyHapa u3 Nlpexe yHfitsep3urera uJlr,r Mpexe r,rHOopMarluoHor
clrcTeMa yHuBep3urera Kopr.jcHtrqu rpe6ajy o6e36ujeAaTh Aa yAa/'bcHu roLT HHje
xcToBpeMeHo noBe3aH IJ ca apyrHM MpexaMa y rcTo BpgJeMe LMper{e xoje Hr4cy noA
I(oHTpoJroM ABaje noBe3aHe crpaHe).
KopxLulielle eKcrepHux pecypca rpe6a HaA3!paru aAMrrHlicrpa'rop 3a 6e36je,quocr
u HOopMaqr-roHor c'.rcTeMa/aAr.{ri Ht4cTpaTop 6e36jeAHoc.afi
noEe3rBat6e nprBaTHr.rx ypelaja y upexy Mopa 6nru ycKnalleHo ca npaB!.r,'rrMa koja Baxe ta
Tpeha nui{a I-l napTHepe.

4.13,2 Be36ieAnocHa lofliruKa MpexHnx ypebaja
(Network Devices Security Policy)

Ao6aa,'la.ru ,i (opxcHr,rqu He rlrory iroBe3uBaru ypebaje Koju Hxcy nperxoAHo
Bepr(pHI{oBaHUlj oAo6peHfi. PyrcoBoAunau yPIl oAo6paBa ctse Mper{He rl 6er{u'rHe ypebaie
r(ojr ce noBe3yjy y Mpexy yHHBep3fiTera y KaMnycy 1 x KaMnycy 2
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4.13.3 6e36jeAsocEa flo,rnrfiKa orrpeMe yAM3 IDMZ Security Policy]

flpo4ytrquour.r cucre\rA He cMujy 3aBucr.lrH oA lrecypca y DMZ Aujery Mpcr{e. DMZ Axo
Mpet{e He cMHje ce noBe3uBaru ca asrepHUM MpexaMa yHxEcp3urera,6r,lo AupeKTHo Hr''ru

npeKo 6ex(ulHe Ee3e. flpenopy.ryle ce Aa DMZ AUo Mpexe 6yAe cMjeulleH y Orr3l4.rKr4
oAsojeHoM npocropy oA r-\HrepHor Auje,'ra Mpexc. AKo ro Huje Moryhe norpe6Ho je
o6e36tjeAurn pel( opMape ca orpaH',rqeHr-tM np cryfloM, Te BoAurr1 AHeBHx( npxcryna
onpeMx,

icAUHo fifewallypebaj Moxe 6urri npricrynHa raqka u3Melly DMZ Aujena Mper(e u ocrarrx
Mpexa yHHBep3r.rrera u/rnr HrepHeTa. CBaKa 0opMa noBe3rBarba (oja 3ao6x"ra3lj firewall
ypeDaj je cTprKrHo 3a6paH,eHa. CBe h3MjeHe I{oH+urypaU''lja rpe6a HaA3uparu
aaMxHl.jcrpaTop 3a 6es6je4xocr uuQopuaqrioHor cxcreMa.

4.13.4 VPN nonurrKa (YPN Policy)

AAMHHHcrparlujy VPN nor''rr.rrHKa Ha yHuBep3urery o6aB.[,a yPIl. Oakynreru cy oIroBopFIl.r
Aa y KoopALjHar{njH ca yPIl uMn,'reMeHTHpajy VPN Be3e, Ha6aBKe HHTepHeT cepBHca []ntemet
Service Plovider'lSP), xoop4unaqujy ur"rn,'reMeHTarjnje H r.rHcraraqtje co(bTBepa u n,rahaI5e
nprrnaAajyhux rpour(oBa. Aa.Ibv Ae'rarbu cy nojaurbeHu y IIo"ruTl.fllH yAa,'beHor nplicTyDa
{Remote Access Policvl.

4.13.s l'lon rrrKa 6exu,rHe KoMyHxKaql,|ie (Wireless Policy)

6exl49He Mpexe Hehe ce Kopucrrrrl ea norpe6e rjHOopMaqHoHof cucreMa yHxBep3rrera
Il1r' Apyle nocnoEH0 hp,l1r.19rie npuUeCe,

4.13.6 Ilo anruKa llIl re,re$oHule (lP TelephoDy Policy)

florpe6Ho je oApxaBaru rajHocr cBr.rx noAaraKa oAroBapajyll14M koHTponanra Rprcryna,
HujeAaH e(crepHu npxcryn uHrepHery unu ApyrrM e(crepHoM cepBr.icy He rpe6a
4oiBorlh r h npeMa / x3 ueHTpd IP tereooHrje.
Pecrpr,rl(qrje no3rrBa Tpe6a xMn,leMeHTuparB r,,ro6a,rHo Ha cBuM Knacrepr,rMa.
CaMo oE,la!.treHa nrrqa Mory rpucrynxru IP onpetun y cepsep car''raMa, r{ao H

t(oHQrrrypduHidMa FoAaLrfi va IPTeneOoHh,e.
llpeMJ Nror , h Ho.THMa no I pe6ho ,e r.ophLTLrrt eHKpinu kr).
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4.r3.7 IIo,'rrrMXa eHKpHn4rie (Acceptable Encryption Policy)

lpfi,rHKoM eHKpun{Hje norpe6Ho je o6e36HjeAHTu MrHrIMa.'rHe fir, Blrrre ycnoBe x3 'AES-
KoMrarr6urHrx" x,'ru "njenr.jM!.rqHo AES-l{oMnarrd6u,1Hrx" xara,rora eHl{p nqHJe Kole
o6jaBrbyje IETF/lRTF.
Pa3MjeHa K,ty,reBa Mopa Aa Kopucrh jeAaH oA crrjeAehfix nporor{ora: DiffieHellman, IKE
x,lu ,,Ellipiic curve Diffie'Hellman" IECDH]. florpe6Ho je r,i3BpLUtifu ayreHruKar{ujy npxj-a
pa3MjeHc/Aepsr.iaqnje session k/.byrreBa. CepBepu (oj,{ ce Kopl.rcrc 3a ayreHrhKar{}rjy
IRADIUS aru TACACS) Tpe6a aa Huajy Ba,']r.iAHe cepruQhr{are. CB}.r cepBepfl ll annrriaqrjc
Koje KopucTe SSL Hnr-i TLS rpe6a Aa Kopncre KBa,tu(Dhr(oBaHe cepTu0kr(are.

A.r3.B EKcTpaHeT norrTnha [Extranet Policy)

Iloneluear+e rpehlx crpaHa (oje 3axrujeBa noBeBuBatle uHTepHr4x pecypca yHuBep3trera,
6e3 o63Hpa Aa nu cy y nnrarby Mpexe npoBajAepa r,1r.i BIIH Be3e locuM npoBaj.qcpa
uHTepHera un,i reneooHHje], oApebeso je oBoM no,rHTDr(ot!r. C6e Barbcr(e (extranet) ee:e
Mopajy npohH Se36jeAHocHy aHanr3y oA crpaHe Cnyx6e 6ee6jeAHocTll/AAMxHucrparopa 3a
6es6je4nocr uHQopMaqroHor c creMa. Ees6jeAHocHa aHarr3a rpe6a Aa yc(ran 3axrjes:r
3a noBe3uBa!6eM ca Mr,rHrMaJ'rHr,rM nocroBHuM norpe6aMa, oAHocHo Aa Ha Haj60,BH Ha,rrH
nprMujeHu npr,rHLlt-.rn MHHTMa/.rHor Moryher npncryna.

4.73.9 IIo.'Ixrt|Ka npr|cryna HHTepHery (lnternet Access Policy]

BexuqHH npucryn l,iHrepHe fy je oABojeH oA,1o(a,rHe Mper{e yHrrEep3urera. Ipucryn
uHTepHeTy 3a cerMeHT B3BaH paqyHapcxe Mpexe yHuBep3flrera [6exl,'rHfi npxcTyn u

nprcryn 3a rocre) je cno6oAaH, ar'r'l u peAoBHo HaA3rpaH x r{oHTpo,'rucaH x3 6e36jeAHocHlrx
pa3nofa,

4.13.10 llo,rlrrHt{arpriBarHuxypetaia IBYOD]

3aIloc,leHraMa HHje Ao3Bo,6eHa ynorpe6a B,racrurrx Mo6!,rrHr4x ypebaja/Ta6ier/npeHocHUx
paqyHapa y 3alllTuheHoj npuBaTHoj Mpex(H yHuBep3llTeTa (Mpe)Ka urr0opMaquoHor cucreMa
yHuBep3r.trera }ir'rx Apyrri AoMeHU ca Ae(bHHucaHrM BucoKrM craHAapAuMa 6e36jeAHocruJ.

4,74, P%epeqe Kotruje nolanaKa

CxcreMu Nlopajy Aa o6e36ujeAk MexaHH3Me saur re fbackup) cB!.rx nporparla !r

noAaTar{a [Ta6eJra h Oaj,1oBa, xaKo axTuBHl-ir Ta(o a apxrBcKnx) Te BpahaBa crrx y
npeTxoAHc onepaTuBHo cTabe [festore). [Iepuoa]1,{Ho Tpe6a Aa ce ll3EoAr,r ayToMaTcKr.r
'backup' no4ararca, 6e3 npeKuAa y pany cucreMa,
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3a no'rpe6e npxnpeMe pe3epBHr,rx I{onHja noAaraKa opraHu3arlljoHn AHjenoB,.l
yi{r,rBep3rrTeTa Tpe6a Aa npxnpeMe KaTa/.ror cepBuca Ha roAturheM ril,ltsoy ca pacnopeAoM

npoqeAypa Konlrparba x pecTopaurje noAaTaKa.

4,75, Hopnqnu3a4uja noddtnaKa

CBIz noAcucreMu UCyEJl Tpe6ajy 6t'ru aHTerpljcarq Ha npxHrluny 'jeAaH [oAaraK Ha

jeAHoM Miecry'. HeKL noAar{H Mory ce yHocl,rrH ca pa3,'r ,{}1rHx r4jecra, arH jeAHoM IiHeceH

noAaraK cMjelxTa y 6a3y Ha jeA[iHcrBexo Mjecro H nyreM pa3MjeHe noAaTaEa 3Meliy MoAyJra

KOprcTH Ha CBUM MjeCTxMa Ha (OjUMa je nOTpe6aH, (at(O yHyrap cucreMa aaKo l, y
KoMyMHKaqajrd ca e(crepHuM cacTeMuMa. .4pyruM prje'rfiMa, norpe6Ho je o6e36r{jeAhTI-r

ayroMarcKy pa3MjeHy noAaraka u3Meby pa3,'ruqrrux noAcucreMUMa hcy6"Il, Kao u ca

eKcTepH!,tM cl,tcTeMHMa ca KojuMa cy noBe3aHr,r nocr''roBHr4 npoqec, hCyE,,l, y(o.ttrKo Ta6e,re

6a3e noAaraKa caApxe Jr3BeAeHa no,'ba, Tj. no,'ba euju ce caApxaj Moxe Ao6rrrl o6paAoM

Apyrxx, nocrojehux no.ba, Mopajy nocaojaTr TpaHca(qrje 3a r!,rxoBo u(ypripar6e r{uM Aobe

AO X3MjeHe nocToiehUX lror'ba,

,4.76. npenopyqe a apxumekmypd uq$op.rlaquo4oe c|aneha

lloxerbHa je sHTepa(quja Ha 6a3r Br-ruecrojHe, cepEricHo opjeHTacaHe apxlrreKrype
[SOA), cacraBrbeHe oA HajMarbe rpu c,'roja: npe3eHTa4HJcKor cioja, c,roja nocroBHe nortxe !r
c,'roja noAaTaRa [c,ruKa 0].

V Qyuxqroxucar+,y cucrer'la xe cmuje 6rlrn aao6x,'raxerba cnojeBa, rxro 3Haqt Aa ce
npe3eHTarIujcKH c,loj He cMrrje o6paIlaTH Ar-rpexTHo 6a3H noAaTar{a.
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CepBepf 6a3e noaaraha
(SQL rpa Hca hq'rje l

llpe3eHTarliijcK[r c,roj Tpe6a Ea o6s6uje\tr ekpaHcKe OopMe H npo3ope 3a yHoc H

IIpuKas noAaTaxa n ga nprz ToMe o6aB/'Ila caMo MuHopHe onepaquje o6paAe noAaTaKa,
fnaBHtHa o6paAe rpe6a Aa cc ll3BoArj y oKBkpy croja nocnoBHe J,roruKe, Ty ce iaxrjeBU

ca yIa3a KoM6HHyjy ca noAarluMa u3 6a3e noAaTal(a, O6pabyjy no npaBr.JruMa noc.IloBalra u
Ao6tjeHu pe3yrrarH npoc,bebyjy npe3eHTaqrjcKoM cnojy 3a nphKas hfunu cuc-reMy 3a
\ nllaBr'bd16e 6a 'o\4 nona-lKd ?.1 a)Kypr-rpar6e cdnpxdja,

Ka(o cy AaHac DBMS cBe cnoco6H Jh JeAaH AHo nol,,tosHe nor Ke r{o}{e ce npeAaru y
HanrexHocr DBMS cuc'reMy. Ea,laHc H3Meby annrrKarlujc]{or cJroja cnoja noAaraKr crBap jc
npoje(THor pjeluelba, arri [oHybrq rpe6a Aa o6pa3ro]xu KaKo je nocrr{aao onrr-{Mar'raH
6a,1aHc, ycnoB Koju ce npli roM Mopa ucnyHurl,t je Aa He Aohc Ao Ayn/aba noc,loBulix
npaBrna y anrxKaqujcKoM c,lojy I c,!ojy noaaTa(a.

AnnxKaqHjcKu croj Tpe6a Aa 6yAe He3aBHcaH oA 6a3e noAara(a, oAHocHo Aa 6e3
penp0lpaMrpart)a paar.j ca pa3ruquTr2M 6a3aMa noAaTa(a, HajMa}!c c,'r,eaehuN: ofdcle, I75
SQL, D82, MySQL, Postgrcss.

nopeA norr,rKe BxuccnojHe crpyroypc, crzcretv rpe6a Aa ce o/l,ll.tKyje u (i)u3u't(or"l
BuurecnolHoM, HajMa|be TpocrojHo[r crpyKTypoM. To noApasyMxjeBa na ce nojeAriHH L,ojeBh
Qu3u.r(H pa3ABoje raKo lttro ce in!rxoBe r{oMnoHcHle [erc, dll, Activex,oajrosu) pacnopeAc

I

a

Tlpe3eHrau[jcKLa

KoprclrrqK'r fpaOr!hf

rloMyFf G4uoH'l rHrep+ejc

Cloj noc^oBHe Aotuhe

KoMyHrxaurroHx rErepOejc

06paAa no/raraKa (f oc^oBHa

C^oj noAaraha

C,icreM 3a yfpaBtua$e 0a3oM
foaaraxa (DBMS)

CnaKa: CrojeBrra apxnre(Typa llCyE.4
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Ha pa3rutrHre MatIJxHe [paqyHape). TaKBo pjeuer6e oMoryhyje 60,'Le nplrrarol]aBabe
nep$opMaHc0 MallluHe 3ax'fjeBr[ia npoqeca nojeArrHor cnoja, yBober6e cr,trypHocH x Mjepa
Ha HUFOy XaPnBepa r,rTA.

6a3a noAara(a rpe6a Aa 6yne penaqr'ioHor r na, HajNlalie MS SQL SERVER 2008
TexHoJ'io[IKor HxBoa. l,lHTerpuTeT 6a3e noAaTaKa He cM]jje 6fiTu yrpoHeH norpelxHltM
pyKoBaIteM Kopr,rcHrKa HtlTu cllcTcMcttl.,tM oT(a3uMa,

CxcreM Mopa 6urrd npouupuB oA crpaHe ocotj,'rra yHiEep3 Tera, uTo 3Haqu Aa ce

OyHKIlHje (oje HeAocrajy y {ia3HoM cl4creMy Mory HaKHaAHo !lrrnJreMeHTDparrr H

jeAHocraBHo IlHTerpucaru y cxcreM. To noApa3yM jeBa MoryllHocr AoAaBaBa HoBlrx
rloAyna, eHTr,rTeTa u aTpH6yTa.

CHcreM Tpe6a Aa o6e36rjeAu MoryhHocT napareraflor paAa Baure croTHHa KoprcHrrKa,
Ha cBLtM MOAynr,rMa Ha tcTt M npoqecuMa o6paAe, l,l3y3eTHo, rroAcrrcTeM cTyaelrTc(e
c,'ryx{6e [nornaEJ'be Error! Reference source not found.] u Lyeb nopraJr fnor,raB,rae Eror!
Reference source not found,J rpe6ajy noAp)xarr tlcroBpeMeH paA BrJue xur'bana
KopHcHtKa. Tpe6a I1ocToja'rr u MoryhHocT npoUlxpel5a 6poja KoprrcHr(a. BpeMeHa oA3uBa
Mopajy 6uTI, cBeAeHa Ha HajMaBy Moryhy Mjepy [3a online ynHTe o nojeA HaqH]1M
cTyaeHTuMa, npeaMeTtMa, pe3y,lTaTxMa flcnuTa uTA.,3a cBaKor KopHcHr,rKa oA3rB Mopa
6uru < 2sec). y oneparlHjaMa (oje 3axrHjeBajy A'r(e BpujeMe [crarucruvxr nper,re4u,
k3Bjeuraju u c"n.) norpe6Ho je npyxuru o6aBjeurelse KoprcHuKy y o6nltKy nporpec
6apoBa, uronepfiua u cr!,rHo.

yHoc noAaraKa y cucreM Mopa 6uru eOu(acaH To yxJ'byqyje nocl aB,Balse
noApa3yMUjeBaH!.{x BpqjeAHocTr rAje roA je ro npuKr'laAHo, MHHuMx3arlHjy 6poja eKpaHa I
NroryhHocr KopHnheBa npelr'jqa ca racrarype 3a Bp,ro yqecTa,te KoMaHAe u noAaTKe.
FleonxoAHo le Aa nocrojt MexaHJr3aM 3a r.jcnpaBr{y rperxaKa npr yHocy, KopucHrrgKr
uHTepOejc rpe6a Aa 6yAe uHTyrdrrjBaH, jeAHocraBaH H Aa Kopr.rcH qrN4a HyAx caMo
peneBaHTHe onquje. EreMeHTr-r uHTep+ejca (r,reHrrjx, na,1ere, AyrMaA, OyHKrlujcKx racrepuJ
rpe6a Aa 6yay cnuqHu y CBIiM froAcuc'reM i.{a u rbrxoBhM MoAy,lrMa.
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E. llo,'rurrrxa K,lacuQlrxaquie nH$opMarluja

Uc0 nonHrHNa:leqMHxue ocHoBHa rrpaBrna u np[flur,ifle ]a npouec ) npaBJbaLha H4roprlaqtrjaNta
(Koie cv carprraHe y naBpHoi rrlrl,1r eneKrpoHcKoi .lopM ) Koin yx.ru,,-.ryje aerrje (u:re:
(iacuqrrKaurj\ un{ropNarlrrja I Kopilufie}se ru(toprra4ujr. Krracrr(rrrNarl ia r;n$op raufija ce
iiopncrlr la yHanpel)el$e olroBapili)hI\ tioHTpojta 3a laurilr\ TajHocrLl rt(|]opNtau ia. llorpeSHo

_le 
lryBarrr lrHterplrrer cerl r,taca rtH(toprrautria H!'oB||e o Lrt 16 \oBir LBpcrJDar6a no KracaNta.

ALrteraeHa linacrd)xKa(rja I r6eHc npxnalaj)'lie KoHrpone ce np!1rveB)j] ] 3aBLtcHocfll o!
rJcer.rLrBocrfi uarlropuarlr:ja Koie calpxe. [,1H4]opNraurija ce r,racrr{rrrllje rrpeNra Haiocter-rL BHjeN

le la.rb) rioix ca,np]jir, Moxe ce q\BaT,r ) BHlIJe q]opNlaTa (H3sopHri !oUl NteHT. eneKTpoHcKrl
jlori) Nier{r. [SBeuIaj) !] orryBarr crusaclio KaU iy t{e3aBrcHo o! oopMata. Cnfijeleh H!Botl
ce Koprcre 3a Knao'dnlKaurlj\' IHooJrNliu ia:

E.1. nqfiophar4uja Kpaj&ee KopucquKd

flpencras,aa HdropMaurjy. ycMeHy rr nficaHy H.'tx y 6uno Kojoi OopMr nu NrenrjyMy Koja:
. KpeupaHa o.q cTpaHe l{paitLef KopucHuKa (opraHll3au oHr ltiieroBl| yflrBepjrrera.

3anocneHU. cTyaeaTl'|. roc t )t (J,qHocH ce Ha nporxnH. ca4aurrur r,ru 6yayilu caApr(ai ycnyra KpaiH,er Koprrc rKa
. Vri,ryryje nerirorpaQrcre no.LLaTKe |J[1 -ll))rc nutcth( r.t,ir ce Norl Ropl]clurr 3a

tu/teHr 0ttKauuj)' lronaTaKa Npaj$er KopucH,]Ka
HeavroplioBaHa unu HeolroBapaiytta H3MjeHa. o6jaBrarrBa6e unr lecrpyKult-ia oBu\
rrh l,olnaurrid \r^/ne noBect to KpLxerbd €KoHa. hpHB 'rHo, torherba t' tot{ ie|lt 016 Jb ) Lxret)
YHDBep3rrerJ,

E.1, TajvauH$op"Maqujq

TaiHa H(lopMaulia.je BeoNra iHalairra x seoNra ocerrb Ba uH4ropNlaqllja Koja Huje Kiacft]r!xoBaHa
ri.lo lrHoopMaUrja Kpaj$er KopucH tin. Ta 

'lH4)opuarlujeje 
npleare uL|r BeoNre oce-|-rblrBe rp pole

ru Iropa 5rlrrr orpaHIqeHa Ha oHe (o-iu rMai] flocnoBry norpe6] ta.ioi fipucryne. flpxitiep ruiH \
rrHqropMaurja cy: }lrrlopuaqrje o ianocliL'H Nn ) oprcl| lJu oH ! icnoBI ti. rro3t ic la
np,r- r) n.Icrev). r'bv'teB ia eH,\fr tuJ4i).
Hea),Top143oBaHo laBarbe oBu\ xH4ropMauria 6e3 nocr,loBHe norpeSe Motae lloBecr|l lo npeKpuaja
3arioria oJ r peryJ.raruBe. u3a3Barr (]16[]'LHe npo6,reue :a Vraoep:rrer I] r5eroae KopricHr,rKe ur'tr']

rheroBe nocroBHe naprHepe. Otn\Ka o aaBat!)' nprcryta oBxlvl rtHq)opNnq iaMa Mopa ce
paljacH Tn ca BnacHUKoiv uHOopMaUuie.

8.3, nHmepHquH$op,Maquja

l,lHrepHa LrHrbopMarllja i\lo)ne ce 5e3 orpinrrlerba KopJlcrurl )Hlrap optaH 3aLiroHr\ ltlie.qoBa
yHuBep3DTera r ) HeK!tll cny!4ieBuila ca noBelnHrl'v oprarr suriaMa t(ao Lxro c)' noBe3aHa npaBHa
n qa (yHrBep3rrer y HcToeHoM Capajesy) 

'l 
nocroaHH naprHepu.

OBaj rxn nHoopNrall ja.je aefi urrpor<o np cylaH ylt)Tnp Vuasep}:rera ri N,to)Ke ce AaJLe

-trrcrp 6)rJparu yHlrap opraH!l3ilI oH \ .qulenoRa 6el fll)er\oAHe carJJacltocrr! Br'lacHrr|ia
rlH(|)opNraUIia.
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j CBaKa ,HoopMaqria Koja Huje .{eouHrcaHa Kao uHoopMaquja Kpaj6er KopxcH[Ka. rajHa unfl
.jaBHa" no AeOruHje ce Kracr$riKyje Kao riHrepHa r.rHoopMau{ia.

flea)'rpo!3oBaHo AaBa!6e xHTepHxx uHoopMauxja BaH opraHr3auuie Moxe AoBecrr !o npaBHxx
unlr yroBopH|x Ka3Hr|.

8,4, JaefiauH$opraaquja

JaBHa ,rHoopMaqujaje noce6Ho oAobpeHa 3ajaBHy ynorpe6y oA crpaHe oAfoBopHor ayropfiTem
fi3 opmHa ynpaBrBar6a yHrsep3flrera. flpxMjepx JaBHe riHd]opMau,lje Mory 6{ru MapKeTrHuKe
6pouype fi Nrareprja,l! o6jaBrLeHu Ha Be6 crpaHaMa yHxBep3rirera ! !6eroahx qrafiuua.

HaIIoMeHai

PeneBaHTIra Ao(yMeqra, npaBrlJrHr'iqs u rrrreparypa Mox{e ce npe}Berl ca
yHtBep3IrTeTctie web cTpaHrrrle: \ r$'w,unibl,org
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